E-Cash (Electronic Cash)
Definition

E-Cash (Electronic Cash) is a digital form of money that can be used over the internet or in
electronic transactions.

e It works just like physical cash but in virtual form.
e Users can pay for goods or services online without using physical currency.
e Itisstored in a digital wallet or smart card.

Example: Using Paytm Wallet, PayPal balance, or digital tokens to make payments instead of
handing over notes/coins.

Working of E-Cash
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E-Cash has two main stages:
1. Obtaining E-Cash (Issuance)
This is like withdrawing money from a bank, but instead of getting notes, you get digital money.
Steps:
1. The user opens an account with a bank or e-cash issuer.

2. The user requests digital money by paying from their bank account.



3. The bank issues e-cash tokens (digital currency) and stores them in the user’s digital

wallet.

Example: You transfer 1000 from your bank to your Paytm wallet - You now have e-cash

in Paytm.

2. Purchasing With E-Cash (Payment Process)

Once you have e-cash in your wallet, you can spend it online.

Steps:
1. The buyer selects items on an online store.
2. At checkout, the buyer uses their digital wallet to send e-cash to the seller.
3. The seller’s system verifies the payment with the bank or payment gateway.

4. The seller gets confirmation = Transaction completed.

Example: Buying a movie ticket online using your digital wallet balance.

Elements in E-Cash Flow

When we use e-cash, several important elements are involved in making the whole system work
smoothly and securely. These elements ensure that money flows correctly between customers,

merchants, and banks.

1. Risk

¢ Risk means the uncertainty or chance of fraud, theft, or system failure in e-cash

transactions.
e Common risks include:
o Double Spending - Same e-cash token being used twice.
o Forgery - Fake e-cash being created.
o Security Breach - Hackers stealing customer wallet data.

¢ To reduce risk, banks use encryption, digital signatures, and secure servers.



2. Client Software
e This is the software installed on the customer’s device (mobile app, wallet, or card).
e lItsroleisto:
o Store e-cash securely in the digital wallet.
o Allow the customer to select items and make payments online.
o Communicate with the bank and merchant servers to confirm transactions.

e Example: Paytm app, Google Pay, or PayPal app act as client software.

3. Merchant Server Software
¢ This is the software used by the seller (merchant) on their website or shop system.
e ltsroleis to:
o Accept e-cash from customers.
o Verify the payment with the bank or payment gateway.
o Ensure that received e-cash is genuine and not duplicated.

e Example: An e-commerce site (like Amazon) has merchant server software that
integrates with payment gateways.

4. Transaction Cost
¢ Transaction cost means the extra charges involved in processing e-cash payments.
e Includes:
o Bank charges
o Payment gateway fees
o Processing or conversion fees

e E-cash systems try to reduce transaction cost, since high costs can discourage users and
merchants.

e Example: UPI in India has zero transaction cost, which is why it became so popular.



5. Payment by the Customer
e This is the process of the customer transferring e-cash from their wallet to the merchant.
e Steps:
1. Customer selects items online.
2. Customer confirms payment using digital wallet.
3. E-cash tokens are sent to the merchant’s server.

e Example: Paying X300 for a food order using Paytm wallet.

6. Payment to Merchant

o After the customer pays, the merchant needs to receive and deposit e-cash into their
bank.

e Steps:
1. Merchant receives e-cash from customer.
2. Merchant’s server forwards the payment request to the bank.
3. Bank verifies tokens - Credits the merchant’s account.

o Example: A shopkeeper receives X500 in e-cash, which gets transferred into their linked
bank account.

7. Application
e E-cashis used in many applications in daily life.
e Examples of Applications:
o Online Shopping - Paying for goods on Amazon, Flipkart.
o Ticket Booking - Train, flight, or movie tickets.
o Bill Payments = Electricity, water, and mobile recharge.
o Peer-to-Peer Transfers - Sending money to friends/family.

o Banking Services - Quick transfer between accounts.



Properties of E-Cash (Electronic Cash)

For e-cash to work as a substitute for real money, it must have certain important properties.
These are:

1. Monetary Value
e Every piece of e-cash must represent some real money value.

e Example: If you buy X500 worth of e-cash, it should exactly represent X500 in digital
form.

e Without monetary value, e-cash would be meaningless because no merchant would
accept it.

2. Portability
e E-cash should be easy to carry and transfer.
e Instead of carrying a wallet full of physical notes, users can store e-cash on:
o Smartphones (digital wallets like Paytm, Google Pay)
o Smart cards or prepaid cards
o Computers or cloud wallets

¢ This makes e-cash more convenient than physical cash.

3. Security
¢ Since e-cash is digital, it must be protected against theft, duplication, and fraud.
e Cryptography (like digital signatures and encryption) is used to ensure that:
o Only the real owner can spend it.

o Nobody can copy the same e-cash token and use it multiple times (no “double-
spending”).



4. Anonymity (Privacy)

e In normal cash, when you buy something from a shop, you don’t have to tell them who
you are — the same should be possible with e-cash.

e Good e-cash systems allow users to make payments without revealing their identity,
unless required by law.

e Example: Buying an e-book online with e-cash without giving personal details.

5. Divisibility
e E-cash should be usable in different denominations, just like coins and notes.

e Example: If you have X500 in e-cash, you should be able to split it into smaller payments
(X200, X100, %50, etc.) instead of spending it all at once.

6. Acceptance
e E-cash must be widely accepted by merchants, banks, and service providers.
¢ If only a few shops accept it, then it cannot replace real money.

e Example: UPI payments are successful in India because they are accepted almost
everywhere.

7. Interoperability
e E-cash should work across different platforms, devices, and countries.

e Example: If you have e-cash in one wallet, you should be able to transfer or use it in
another compatible system.

o Without interoperability, every system would act like an isolated island.

8. Instant Settlement
e Just like handing over cash in a shop, e-cash transactions should be instant and final.

e Once payment is made, the money should be credited to the merchant without delays.



e This builds trust between customers and merchants.

In summary:
e E-Cash = Digital money stored in wallets or smart cards.

e Process: User obtains e-cash from bank - Stores in wallet > Pays merchant -
Merchant deposits to bank.

¢ Elements: Customer, Merchant, Bank.

e Properties: Secure, anonymous, divisible, portable, and instant like real cash.



